DIL/NetPC DNP/9200 — microHOWTO g

How to use the Nmap port scanner with Microsoft Windows

On network security aspects it is sometime necessary to know what TCP or UDP ports are open on
your DIL/NetPC DNP/9200? A port scanner like Nmap shows the details. Nmap is a free and open
source security utility for network exploration and security auditing.

e 1. Step: Install Nmap on your Windows PC. The Nmap installation file form the (A)DNP/9200
starter kit CD-ROM version 1.5 or newer contains a Nmap version with Zenmap — the multi-
platform graphical Nmap front-end and results viewer.

e 2. Step: Run a Nmap/Zenmap port scan and wait until this security utility finishes. Then watch
the results within the Zenmap window.
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Intense Scan on 192.168.0.74 X |

Target: | v‘ Prafile: | v|

Command: | nap -T Agc |
[ Hosts ][ Services ] Parts | Hosts | Mmap Qukput | Host Details | Scan Details
05 4 | Host 1 . .
Starting Nmap 4.68 ( kitp: Ffnmap_org ) at 2008-07-02 11:44 Westeuropdische Normalzeit
W 197.168.0.74 Initiating ARP Ping 3can at 11:44

Scanning 192.168.0.74 [l port]

Completed ARP Ping Scan at l1:44, 0.2Zs elapsed (1 total hosts)
Initiating 3YN Stealth Zcan at 11:44¢

Soanning 192,168 0.7 [SE5E526 ports)
Discowvered open port Zl/tcp on 192.168.0.74
Discovered open port Z3/tcp on 192.168.0.74
Discovarsd cpen port 9/tcp on 192.168.0.74
Discovered open port 7777 tcp on 192.168.0.74
Discovered open port 37/tcp on 192.168.0.74
Discovered open port l3/tcp on 192.168.0.74
Completed 3YN Stealth Scan at 11:45, 18 885 elapsed (65536 total ports)
Host 192.168.0.74 appears to be up ... good.
Interesting ports on 192.168.0.74:

Not showm: 65530 closed ports

PORT STATE SERVICE

9/tcp open discard

13itcp open  daytime

Z1ljtcp open ftp

23/tcp open telnet

37ftcp open time

7117ftcp open  unknown

MAC Rddress: 0Z:80:AD:Z0:C4:02 (Unknowm)

Bead data fileg from: C:WProgramme’Nmap
Mmap done: 1 IF address (1l host up) scamnned in 20.531 seconds
Baw packets sent: AEE3T (Z_2B4MB) | Rowd: A5537 (3. 01EME)

Enable Mrmap output highlight l Preferences l l Refresh l

Please note: The output in this sample screen shot was generated with following Nmap
command line:

nmap —-T Aggressive -v —p T:0-65535 -n 192.168.0.74

The ,,—p T:0-65535* command line parameter is necessary to scan all open TCP ports within the
range from 0 to 65.535.

That is all.
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